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TEPMHWHBI U OITPEJEJIEHUSA

Aymenmugpukayus - JleWcTBUS 1O TpOBEpKe MOUIMHHOCTH CyOBeKTa JocTynma B
WH()OPMAITMOHHOM CHCTEME

beszonacnocmos ungpopmayuu - CocTossHUE 3AIIMIICHHOCTH HH(POPMALMHU, MPH KOTOPOM
oOecrnieveHbl ee KOH(QUIEHIINATbHOCTb, JOCTYITHOCTh U LIEJIOCTHOCTD

T'ocyoapcmeennas ungpopmayuonnas cucmema - THGoOpMalmoHHas cucTeMa, co3/1aBaeMasi B
LEJSIX peaan3aluy MOJTHOMOYHN roCy1apCTBEHHBIX OPraHoB U obecrieueHus: oOMeHa nHpopMaiueit
MEXIy 3TUMHU OpTaHaMH, a TAK)KE B MHBIX YCTAHOBJICHHBIX (DeJiepaabHbIMU 3aKOHAMU TIEJISIX

HHocmyn k ungpopmayuu - Bo3MOXKHOCTH NMOTy4eHUs HH(OPMALIUU U €€ UCIIOJIb30BAHMUS

Hocmynnocme - CoctosiHe WH(POpPMAIUU, XapaKTEPU3yeMOe CIIOCOOHOCTHIO TEXHHYECKHX
cpeacTB W MHGOPMAIMOHHBIX TEXHOJOTHIl o0ecreunBaTh OECHpEnsTCTBEHHBIH TOCTyH K
UHPOpPMALIUU CYOBEKTOB, UMEIOIIUX Ha 3TO MOJTHOMOYUS

3awuma ungopmayuu om HeCaHKYUOHUPOBAHHO20 Oocmyna - 3ammTa HHPOPMAIHH,
HampaBJIeHHasl Ha NPEAOTBPALICHUE MOMYyUYSHHS 3aIlUIIaeMoil HHOOPMAIMK 3aMHTEPECOBAaHHBIMH
CyObeKTaMU C HapyUICHHEM YCTAHOBJICHHBIX HOPMATUBHBIMH U TIPABOBBIMHU JIOKyMEHTAMU
(axTamu) wnu oOnazarensiMu MHGOpPMAlMK TNpaB WIM MPaBWI pasrpaHUuEHUs J0CTyla K
3amunaeMon nHpopMaun

3awuwaemas ungopmayus - VIHGopmarus, SBISIOMANCS MPEIMETOM COOCTBEHHOCTH H
noJijIeskalas 3amTe B COOTBETCTBUU C TPEOOBAHUSMHU IIPABOBHIX JTOKYMEHTOB WM TPEOOBAHUIMH,
yCTaHABJIMBAEMBIMU COOCTBEHHMKOM HH(POPMALIUU

Hoenmudghuxayus - IlpucBoenue cyObekTaM U 00bEKTaM AOCTYyMa UACHTHPHUKATOPA U (UITH)
CpaBHEHHE MPEIBSBIIEMOTO HACHTH(PHUKATOPA C IEPEYHEM ITPUCBOCHHBIX UIEHTU(UKATOPOB

Unghopmayuonnasn cucmema - COBOKYIHOCTh cofepxaiieics B 6a3ax AaHHBIX UHPOpMAITUU
U obecrieunBaronx ee 00paboTKy HH(POPMAITMOHHBIX TEXHOJIOTUI U TEXHUYIECKUX CPEJICTB

Unghopmayuonnvie pecypcor - OTAENbHBIE TOKYMEHTHI U OTJEJIbHBIE MAaCCHBBI JOKYMEHTOB,
JOKYMEHTBI ¥ MAacCHUBBl JIOKyMEHTOB, coJepKamuecss B HWHPOPMAIMOHHBIX CHUCTEMax
(bubnuotekax, apxuBax, poHgax, 6aHKax JaHHBIX, HHHOPMALIMOHHBIX CUCTEMAX APYTUX BUIOB)

HUngpopmayuonnsie mexnonoeuu - Ilporeccel, METoIbl IOUCKa, cOOpa, XpaHEeHus, 00padOTKH,
MPeIOCTaBICHUS, PACIPOCTPaHEHUSI MH(POPMAIIMH U CTIOCOOBI OCYIIECTBICHUS TAKMX MPOIIECCOB U
METO/IOB

Unghopmayus - Cenenus (cooOIIeHNUs, TaHHbBIE) HE3aBUCUMO OT ()OPMBI UX TPEACTABICHHUS

Konmponupyemas 3ona - IlpocTpaHcTBO (TEppUTOPUS, 3/1aHUE, YACTh 3/IaHUSA), B KOTOPOM
UCKJIIOYEHO HEKOHTPOJIUpPYyeMOe NpeObIBaHHE JIMIl, HE HMEIOUIUX MOCTOSHHOIO WM Pa30BOr0
JIOITyCKa, ¥ IOCTOPOHHUX TPAHCIOPTHBIX CPEICTB

Konghuoenyuanonocmos - O0s3aTenbHOe ISl BHIMOJIHEHUS JIULIOM, TMOJTYYUBIIMM JOCTYI K
ornpezeneHHoN nHdopmannu, TpedboBaHUE HE NIEpeIaBaTh TaKyr0 HHPOPMALUIO TPETHUM JIHLIaM 0e3
coryiacus ee o0naaTens

Obpabomxa nepconanvHvlx Oanuvix - JIeNCTBUA (OMEpalu) ¢ MEPCOHATBHBIMU JIaHHBIMU,
BKJItOUasi cOOp, CHCTeMaTU3alliio, HaKOIJICHHE, XpaHeHHe, yTouHeHne (0OHOBJICHHE, U3MEHEHNE),
WCIIOJIb30BAaHUE, DPACIPOCTpaHEHHE (B TOM 4YHCIE Mepenady), oOe3nMuuBaHUe, OJOKHPOBAHUE,
YHHUTOKEHUE TIEPCOHABHBIX JaHHBIX

Onepamop - TpaXIaHWUH WIN FOPUAMYECKOE JUIO, OCYIIECTBISIONIUE ICSITEIBHOCTh IO
JKCIUTyaTalud WHGOPMALMOHHOW CHCTEMBI, B TOM 4HCIe MO0 00paboTke HHpOpMAIH,
coJiepxkarieiics B ee 6a3zax JTaHHBIX

Ilepconanvuvie oanuvie - Jlrobas wHPOpMAIMs, OTHOCAIIASACA K MPSAMO HIM KOCBEHHO
OTIpEIeIICHHOMY, WIIH OTIpeIeIieMOMY (PU3UIECKOMY JIUILY

Yeposa 6e3onacnocmu ungopmayuu - COBOKYIMHOCTH yCIOBUH U (DAaKTOPOB, CO3AIOLINX
NOTEHIMAIBHYIO MM PEealibHO CYIIECTBYIOIIYI) ONACHOCTb, CBSI3AHHYIO C YTEUKOW WH(OpMAIH
W/WIH HECAaHKUIMOHUPOBAHHBIMU W/WJIHM HEMPeIHAMEPEHHBIMH BO3/ICUCTBUSAMU HA Hee

Vaseumocme - Henocratok (cnmabocTb) HPOrpaMMHOrO  (IIPOrpaMMHO-TEXHUYECKOIO)
cpencTBa WIM HH(DOPMALIMOHHOW CHUCTEMBI B IIE€JIOM, KOTOPBIM (KOTOpas) MOXKET ObITh



MCITOJIB30BaHa I peaau3aluu yrpo3 0€30macHOCTH HHGOpMAITIT

Llenocmnocms - YCTOWYMBOCTh MH(POPMAIMK K HECAHKIIMOHUPOBAHHOMY HIIM CIy4aiHOMY
BO3/ICHCTBHUIO Ha Hee B Iporecce 00pabOTKM TEXHUYECKHMMHU CPEICTBAMHU, PE3YJIbTaTOM KOTOPOIO
MOXET OBITh YHUUTOKEHHE U UCKAKECHHE HHPOPMALIUU

OBO3HAYEHUA U COKPAILIEHUA

IHonumuka - Tlonutuka uHopMannoHHOU Oe3omacHOCTH DeaepaabHOr0 TOCyAapCTBEHHOTO
OIO)KETHOTO yupexJeHuss Hayku MHCTHTyTa XUMHUYECKOW KHWHETMKM M TopeHus uM. B.B.
BoeBoackoro Cubupckoro otnenenus Poccuiickoit akaieMun Hayk

Huemumym - denepalibHOE TOCYJIApCTBEHHOE OIO/DKETHOE yupekaeHue Hayku WHCTUTYT
XMMHUYECKOM KMHETHKH U ropeHus uM. B.B. BoeBoackoro Cubupckoro otnenenus Poccuiickoii
aKaJIeMHH HayK.

1. OBIIUE ITOJIOXKXEHUSA

Hacrosimas [TonuTuka sBaseTCs TOKyMEHTOM, OIIPEIEIISIOIIMM HallPaBJICHUs JESITEIbHOCTH B
obmacth  obOecnedeHuss ~ WHDOpPMAIMOHHOM  O€30MacHOCTM M TPEACTaBISIET  COOOM
CHCTEMaTH3HPOBAHHOE M3JIOKEHHE IIeJIei U 3a/1a4 HHPOPMALMOHHONW 0€30MacHOCTH, KaK OJHO WU
HECKOJIbKO IpaBWJ, MPOLEAYpP, MPAKTUYECKUX MPUEMOB U PYKOBOISAIIMX MPHUHIMIIOB, KOTOPBIMU
pykoBoACTByeTcsd MHCTUTYT, a TakKe OpraHU3alMOHHBIX, TEXHOJIOIMYECKHX MW MPOLEAYPHBIX
acreKkToB oOecneyeHust HHHOPMAITMOHHONW 0€30MTaCHOCTH.

[Monmoxxennss  Hacrosimet  IloauTukM  HEe  pacmpocTpaHsOTCS  Ha  oOecreyeHue
nH()OPMAITMOHHOM 0€301TaCHOCTH CBEJICHUM, COCTABIISIFOIIUX TOCYIaPCTBEHHYIO TalHY .

OcHoBHOW 3amadeil B oOnactu wuHGOpMAIMOHHON Oe3omacHOCTH MHCTUTYT mpHu3HAeT
COBEpUICHCTBOBAHWE Mep M CpeACTB obecriedeHHsl 3amuThl HHGOpMaluu HHPOPMAIMOHHBIX
pecypcoB MHCTUTYT B KOHTEKCTE pa3BUTHUS 3aKoHojarenbcTBa Poccuiickoin dexepauuu U HOpM
perynupoBaHusi MHGOPMAIIMOHHON JAEITEIbHOCTH B TEKYUIUMX YCIOBUAX (YHKIIMOHUPOBAHUS
UH(POPMALIMOHHOTO TTOJIS.

[Tpu pazpabotke [TOJUTHKU YUYUTHIBAIMCH OCHOBHBIC MPUHIUIBI CO3/AaHUS CUCTEM 3alllUThI
uHpOpMaIlMM, XapaKTEPUCTUKH U  BO3MOXKHOCTH  OpPraHU3alMOHHO-TEXHUYECKMX MEp U
COBPEMEHHBIX IPOTPAMMHBIX H allllapaTHO-MPOTPAMMHBIX CPEACTB 3aIIUThI HH(OPMALIUH.

B pamxax cBoeit aestenpHocTH MHCTUTYT 00513yeTcs NpeapUHUMAaTh BCE BO3MOXKHbBIE MEPbI
JUISL 3aIIMTHI HMH(OPMALIUU OT yrpo3 0e30macHOCTH HHPOpMAIUH.

TpeboBanust wuHGOPMAITMOHHOKW OE30MACHOCTH COOTBETCTBYIOT IENISIM  JCSATEIBHOCTH
NHcturyTa W mnpegHa3HAueHbl JUIsl CHUXKEHHUS PHUCKOB, CBSI3aHHBIX C pealu3alueld yrpos
0e30macHOCTH HHPOPMALIUH.

[TonuTuka goctymnHa BceM paboTHHKaM MHCTUTYTa U BCeM MOJIB30BATENSIM €0 PECYPCOB.

2. IEJH U 3AJAYU OBECNIEYEHUS UH®OPMAIIMOHHOM BE3OINACHOCTH

Cy0bexTbl HHGPOPMALMOHHBbIN OTHOILIEHUI

Cybbektamu 1pu  obecriedeHuMH  HHGpOpMaUMOHHONW  Oe3omacHocth B MHCTHTYTE
SIBJISIFOTCSL:

- paOOTHHUKHU CTPYKTYPHBIX MOJpa3AeICHHH (B TOM YUCIIE YBOJIEHHbIE);

- TpaxkJaHe, paboTarollue 10 J0roBOpaM IpaXkJaHCKO-IIPAaBOBOI'O XapaKTepa;

- TpaxiaHe, o0ydaromuecs B acnupanrype MHcruryra;

- (¢usnyeckue Jula, NpeACTaBUTEM KOHTPAreHTOB B paMKaxX HCIIOJHEHUS JOTOBOPOB;

- (dusnueckue U IpUINYECKHUE JINIA, ToAaBIIne oOpalleHue B aapec MHcTuTyTa;

- IOpUIUYECKHUE JIUIA, B paMKax HCIIOJHEHHs JOTOBOPHBIX 0053aTeNbCTB MM BO UCTIOJIHEHUH
TpeOOBaHUIl CO CTOPOHBI 3aKOHOAaTenbcTBa Poccuiickoil ®depepanuu; opraHbl ToCyJapCTBEHHOMN



BJIACTH.

O0beKkThl HH(POPMALMOHHBIX OTHOLLICHUH

Oo6bexTamu HHPOPMAIIMOHHBIX OTHOIICHUN SBIISIIOTCS:

- wuH(pOpMaIMOHHbIE pecypchl HCTUTYTA;

- TOCyIapCTBEHHbIE HH(POPMALMOHHBIE CUCTeMbI OnepaTopoM KOTOPBIX sBiseTcs IHCTUTYT;

- mporecchl 00paboTku uwHMOpMarMu B WHGOPMAIMOHHBIX cucTeMax HWHCTHTYTA,
UH(QOPMALMOHHBIE TEXHOJIOTUH, pErjJaMeHThl W Tpoueaypsl cOopa, 0O0paOOTKH, XpaHEHUS U
nepeaaun nHpopmaiuu;

- uHpOpMalMOHHAs HMHQPACTPYKTypa, BKIIOYAIOIAS CHCTEMBI OOpaOOTKH, XpaHEHHUS U
aHanM3a MHQOpPMAINH, MPOrpaMMHBIE W MPOTrPaMMHO-ANIApPAaTHBIE CPEJICTBA, B TOM YHCJIE KaHAJIbI
CBSI3U M TEJIEKOMMYHUKAIIH;

- CHCTeMBI M CpEICTBAa 3aIIUThl HH(pOpManuu, OOBEKTHl W TOMEIICHHUsS, B KOTOPBIX
pa3MenieHbl CpeacTBa 00padOTKH HHPOPMAIIHH.

esan ob6ecnieyeHuss UHGOPMANMOHHOM 0€30I1ACHOCTH

OcHoBHOM 1eNBI0 ObOecrieueHus WHPOPMAIMOHHON Oe3omacHOCTH WMHCTHTYyTa SIBISIOTCS
JICHCTBUSI HANpaBJICHbl HAa JIOCTHKCHHE 3allUThI CyOBEKTOB WH(MOPMAIMOHHBIX OTHONICHHWHA OT
BO3MOXXHOTO HAHECEHUS UM MATePUAIBHOTO, (PU3NYECKOr0, MOPATBHOTO WJIM WHOTO yIepoa,
TIOCPEJICTBOM CITyYaifHOTO HJTH MPEeTHAMEPEHHOTO BO3JICHCTBHS HAa HH(OPMAIIHIO, B TOM YHCIIE:

- o0ecreyeHUsT OTKA30yCTOMYMBOTO (YHKIIMOHMPOBAHUS MPOrPAaMMHBIX U alapaTHO-
POTPaMMHBIX CpeIcTB MIHCTUTYTa U TIPEOCTABIISIEMBIX CEPBHCOB;

- CcoOmIofeHHsI TPABOBOTO pPEXHMMa HCIIONB30BAHUS MAacCCHBOB U CPEICTB 00pabOTKH
nH(dOpMaIuy;

- TPEeNOTBpPAILICHUS peaU3alud yrpo3 Oe30MacHOCTH WH(GOPMAIMU TPU OCYIIECTBICHUH
nesitebHOCTH MHCTHTYTA.

33[[3‘[1/[ odecneyeHus PIH(l)OpMﬁIIHOHHOﬁ 0e30macHOCTH

Hoctmxkenue meneil obecrneueHuss MHGOPMAIMOHHON Oe3omacHocTH MHCTHTYTa pemaercs
CIIEIYIOIIMMH 33Ja4aMHU:

- 3alIUThl OT HECAaHKLIMOHUPOBAHHOTO JJOCTYyNa K MHPOPMAIIMOHHBIM pecypcam;

- pasrpaHuYeHUs  JOCTyma  Tojib3oBaTeslied K  MH(OPMAIMOHHBIM,  alIapaTHBIM,
IPOrpaMMHBIM U UHBIM pPecypcam;

- PEerucTpaluyd M TMEePHOAMYECKOr0 KOHTPOJS JACHCTBHI MoONb30BaTeneil mnpu obpaboTke
3aImunaeMoi THGOPMAIMK B IIEPUOANICCKUN KOHTPOIb KOPPEKTHOCTH UX JACHCTBHUI;

- KOHTpOJISI LIEJIOCTHOCTH CpPENbl HCIIOJIHEHUS NpPOrpaMM M €€ BOCCTAHOBJIIEHHME B Cilydae
HapyIICHMUS;

- o0ecrieyeHuss ayTeHTU(QUKAMK W WIACHTU(GUKAMH TOJh30BaTENeH, YYacTBYIOUIMX B
nH()OPMAITMOHHOM OOMEHE;

- o0ecrieyeHHsT MCIPABHOCTU MPHMEHSEMBIX B HWH(POPMALMOHHBIX cucTeMax MHcTuTyTa
CPEJICTB 3alIUThl HHPOPMAIUH;

- CBOEBPEMEHHOTO BBISBJICHHE HMCTOYHHMKOB Yrpo3 0e30macHOCTH MH(OpMAIMH, MPHUYUH U
YCIIOBH, CIOCOOCTBYIOIINX HAHECEHUIO yIepOa 3aMHTEPECOBAHHBIM CYOheKTaM MH(POPMAIIMOHHBIX
OTHOIIICHUI;

- CO3JaHMEM CITy>KObl MOHUTOPUHTA M PearupoBaHus Ha yrpo3bl 6€30MacHOCTH UHPOpMAIUH
Y HETaTUBHBIE MTOCIIEACTBHS;

- CO3JaHMEM YCIOBHH JUIi MUHUMH3ALMM HAHOCUMOIro yiiep0a HenpaBOMEPHBIMU
NeUCTBUSAMU ¥ YCTpaHEHHE IIOCIEACTBUH HapymeHus HH(OPMAIMOHHONH O€30MacHOCTH B

5



Nucturyra.

Pemenue BollenepeurcaeHHbIX 3a4a4 B THCTUTYTe OCyIeCTBIsSIETCS TOCPEICTBOM:

- yyeTa BceX MOJyIeXaluX 3alnuTe HHPOPMAIMOHHBIX PECYPCOB;

- JOKYMEHTUPOBaHHUs JIEUCTBUH TIE€pCOHAja, OCYIIECTBISIOLIETO OOCITyXKHBAaHHE W
MOJU(PHKALMIO TPOrPAMMHBIX U IPOIPAMMHO-AMIAPATHBIX CPEICTB MHYOPMAIIMOHHBIX CUCTEM;

- periaMeHTaIH IMPOIECCOB 00paboTKM MH(OpMaIUK, NeicTBUil paboTHHKOB MHCTHTYTA,
OCYILECTBIISIOUIMX IKCIUTyaTallMi0 MPOrPpaMMHBIX U MIPOrpaMMHO-AINapaTHBIX CPEACTB, HA OCHOBE
YTBEP)KJICHHBIX OPTaHU3AIOHHO-PACTIOPSIUTENEHBIX TOKYMEHTOB TI0 3allIUTe HH()OPMAIHH;

- Ha3HaueHWss M TOATOTOBKOM pabOTHMKOB, OTBETCTBEHHBIX 3a OpraHU3alMi0 M|
OCYIIIECTBIIEHHE MEPONPHUATHIA 110 oOecrieueHro nHpOpMaIMOHHOHK Oe3omacHocTy B IHCTHTYTE;

- HaJeNeHus KaxJI0ro pabOTHMKa MHUHUMAJIbHO HEOOXOAMMBIMM IpaBaMu Mpu padoTe B
MH(POPMAIIMOHHON HHPPACTPYKTYPE COTIaCHO UX JOHKHOCTHBIM O0S3aHHOCTSIM;

- coOyoJeHus BCeMHM  Pa0OTHUKAMM, OSKCIUIyaTUPYIOIIUMH U OOCIY>KUBAaIOIIUMHU
NporpaMMHBIE ¥ TNPOTPaMMHO-ANIapaTrHble  CpPeACTBA,  TpeOOBaHMH  OpraHU3AIMOHHO-
pacropsAUTENbHBIX JOKYMEHTOB 10 BOIpOocaM o0ecredeHnss HHPOPMALMOHHOW 6€3011acHOCTH;

- MEepCOHAJIbHON OTBETCTBEHHOCTHIO KaKJI0T0 paOOTHUKA 3a CBOM JEWCTBHUS, yUACTBYIOIIETO
B paMKax CBOMX (YHKLMOHAJIbHBIX OOS3aHHOCTEH B mIpolieccax aBTOMAaTH3UPOBaHHON 00paboTKH
MH(OPMALIMU B UMEIOIIETO JIOCTY K pecypcaM HH(POPMAITMOHHBIX CUCTEM;

- peanu3anuedl TEXHOJOTMYECKUX IMPOLECCOB 00pabOTKM MH(OpPMALMU C HCMOJIb30BaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHMYECKHX MEp  3allUThl NPOTrpaMMHOI0  oOecreuyeHus,
OpOrpaMMHO-aNapaTHBIX CPEACTB;

- TpUHATHS Mep N0 oOecredeHHr0 (U3MYECKOW LEIOCTHOCTH IPOrPaMMHO-AMIaPATHBIX
CpeACcTB MH(OPMAIMOHHBIX CHCTEM M TMOJJEpKaHHEM HEOOXOAMMOTO YPOBHS 3alllUIIEHHOCTH
KOMIIOHEHTOB;

- HCIIOJIb30BAaHUs MPOTrPaMMHBIX U IPOrpaMMHO-AIIAPATHBIX CPEJICTB 3AIIUTHI HHPOpMAIINY,
oOpabatbiBaeMoii B UHCTHTYTE, 1 aIMHHUCTPATUBHOM ITOAIEPKKOW UX UCTIOIH30BAHUS;

- KOHTPOJsS COOJIIOJIEHHUsI TOJb30BATENIMU HMH(OPMAIMOHHBIX CHCTEM TpeOOBaHUM IO
obecrnieueHnI0 HH()OPMAIIMOHHOW OE30ITaCHOCTH;

- mpoBeneHHs aHanu3a dS(Q(EKTHBHOCTH TMPHUHATBIX Mep 3allUThl MHQOpPMAaLUU U
IPUMEHSEMBIX CPEJICTB 3alIUThl HHPopMauu B IHCTUTYTE;

- pa3paboOTKM M pealu3alud NPEeJIOKEHUH 110 COBEPILIEHCTBOBAHMIO CHCTEM 3alIUThI
uHpopmaiuu B HCcTUTYTE.

3. NPAUHIMIIBI OBECIIEYEHUS TH®OPMAIIMOHHOM BE3OIMMACHOCTH

Oo0ecrieuenue I/IH(1)OpMaLII/IOHHOI>’I 6630HaCHOCTI/I, JOJIZKHO OCYHICCTBIIATBCS B COOTBCTCTBHUU
CO ClICAyromIKrMHU OCHOBHBIMH ITPHUHIUIIAMUA

IpyuHIMI 32aKOHHOCTH

[Ipu BbIOOpE MepONpHUATHIL 10 3aIuTe UHPOPMALMH, JOKHO COOJII0AThCS IEHCTBYIOIIEE
3aKoHOIaTenbCcTBO Poccuiickoit Penepannu B chepe 3ammrel mHGOpManuu. Bce pabOTHHKH
JIOJDKHBI MMETh TIPEJICTaBIIEeHHEe 00 OTBETCTBEHHOCTH 3a IPaBOHAPYIIEHUS B cdepe 3aliuThl
uHpopmanuu. IIporpammHo-anmnapaTHsle cpelicTBa, NpuMeHseMmble B MIHCTUTYTE, JOKHBI UMETh
COOTBETCTBYIOIIME JIMLIEH3UU, O(PUIMATIBLHO NPUOOpEeTaThCsl y MNpeACTaBUTENEH pa3pabOTYUKOB
9THUX CPEJICTB WM SIBJIATHCS MHTEIIEKTYaIbHOM COOCTBEHHOCTHIO MIHCTUTYTA.

le/IHIII/Il'l CUCTEMHOCTH

[Ipu co3gaHuu cUCTEMBI 3alUTHI JOJKHBI YUUTHIBATHCS aKTyalbHbIE YIPO3bl O€30M1aCHOCTH
uHpOpMaIMy, BO3MOKHbIE OOBEKTHl M HAINpPABIEHMSI aTaKk Ha HEE CO CTOPOHBI HAPYLIUTENIEH.
Cucrema 3amMTHl JIOJDKHA CTPOMTBCS C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKU



UHPOPMAIIMH, HO U C YYETOM BO3MOKHOCTH MOSIBICHHS HOBBIX YS3BHMOCTEH B MPOrPAMMHOM
o0ecreueHun.

IpyuHUMI KOMILIEKCHOCTH

KoMIiekcHoe  WCIONIb30BaHWE  CPEJCTB  3allUTHl  WHGOpPMAIMU  TIpEIrojaraet
COTJIACOBAHHOE MPUMEHEHHUE TIPU MOCTPOSHHUH IIEJIOCTHON CUCTEMBI 3allIMThI, IEPEKPHIBAIOIIEH BCe
CYIIECTBEHHBIE YTPO3bI 0€30MacHOCTH WH(POPMAIMU. 3alIuTa JODKHA CTPOUTHCS SIISTIOHUPOBAHO.
dusnueckas 3amuTa JODKHA 00€CreunBaThCs (PU3MUECKUMH CPEICTBAMU M OPTaHW3allMOHHBIMU
MCpaMu. HpI/I MNOCTPOCHUHN, BHCAPCHUHU MW OKCIUTyaTalluh CHUCTEMblI 3allWUThI I/IH(bOpMaHI/II/I
pykoBoaicTBO MHCTUTYTA 0OecrieunBaeT yCIOBHS I dPPEKTUBHON KOOPIMHAIIMYU JIEHCTBUI BCEX
TU11, 00eCTIeYnBaOIINX HH)OPMAITMOHHYIO O€30TaCHOCTD.

IIpuHIMNI CBOEBPEMEHHOCTH

Pa3paboTka cucTemMbl 3amUThl HMHGOPMAIMKM JOJDKHA BECTUCH MApaJUIETbHO C
pa3paboTkoil U MH(POPMALMOHHON CHCTEMBI. JTO MO3BOJHUT y4ecThb TpeOOBaHMs 0€30MaCHOCTH
IpA TPOCKTHPOBAHWU APXUTEKTYPHl M, B KOHEYHOM CUETe, CO31aTh Oojee 3(PQPeKTHBHBIE
MH(POPMALIMOHHBIE CUCTEMBI, 00JIaal0IIUe TOCTATOYHBIM YPOBHEM 3aLUILIEHHOCTH.

HpHHHHH MPEEMCTBEHHOCTH

[TocTosIHHOE COBEPIICHCTBOBAHHE MEp M CpPEACTB 3allUThl HWHPOPMAIMM Ha OCHOBE
IPEEMCTBEHHOCTH OPTraHU3allMOHHBIX M TEXHWYECKHX peIIeHUH, KaJpOBOr0 COCTaBa, aHAIU3a
(GYHKIIMOHMPOBaHHS MH()OPMAIIMOHHBIX CUCTEM M CHUCTEMBI €€ 3alIMThl C Y4eTOM H3MEHEHHU B
METOJax M CpeACTBaxX IepexBaTa WH(OpMaK, HOPMATHBHBIX TPEOOBAHWMH TIO 3alIUTe
uH(pOpMaIIUH.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YpOBHSA 3arpaT Ha o0ecrnedeHne HHPOPMALMOHHOW O0€e30MacHOCTH U
[IEHHOCTH MH(OPMAIMOHHBIX PECYPCOB Ha BEJWYHHY BO3MOXKHOTO ymiepOa OT WX pasriamleHHs,
YHUYTOXKEHUS M UCKaxeHUs. Vcronb3yemble Mepbl M CPeJICTBA 3alUThl MHYOPMAIIMH HE JTOJIKHbI
YXyALIATh 3prOHOMHYECKHE MTOKA3aTeIN KOMIIOHEHTOB NHPOPMAIIMOHHBIX CUCTEM.

HpI/IH].[I/Il'[ OTBECTCTBCHHOCTH

BoznokxeHne OTBETCTBEHHOCTH 3a oOecreueHue Oe30macHOCTH HMHpOpMauuu U ee
00pabOTKH Ha KaXXAOro pabOTHMKA B MpelesiaX ero MOJIHOMOYMHA. B cOOTBETCTBHM € 3TUM
NPUHIAIIOM pacipesiesieHHe MpaB U 00s3aHHOCTEeH paOOTHUKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B
cilydae JI'000ro HapyIleHHs ObUT U3BECTEH HapyLIUTENb.

IpuHIUn 000CHOBAHHOCTH U TEXHUYECKOH pPeain3yeMocTH

WHdopmanmoHHBIE TEXHOJOTHH, MPOTPaMMHBIE M MPOTrPaMMHO-aNIapaTHbIE CPeCTBa,
Mephl 3allUThl WH(QOPMALUU JOJDKHBI OBITh pPEaTH30BaHBl TI0 COBPEMEHHBIM PEIICHHSIM,
00OCHOBaHBI C TOYKM 3pEHHS JOCTMIKEHHS 33/JIaHHOTO YPOBHS 3alUIICHHOCTH WH(opManuu u
HSKOHOMHYECKOW I1eJIeCO00pPa3sHOCTH, a TaKKe COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpPMaM H
TpeOOBaHUAM MO 6€30MaCHOCTH WH(OPMALIUH.

Ipunuun npogeccuonaInzma

Peanuzanus mep 3amuThl MHGOPMALMU U DKCIUTyaTalMsl CPEICTB 3alIUThl WH(OpMALUN
JOJKHA OCYIIECTBIISATHCS podeccHOHATLHBIMH CHeIMaTUCTaMHU. [IpuBneuenue
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CHEIMATM3UPOBAHHBIX OpraHu3aluii K pa3paboTke CpeAcTB UM pealu3alud Mep 3alluThl
UHQOPMALIMU, TOATOTOBIECHHBIX K KOHKPETHOMY BHIY JCSTEIBHOCTH IO 00ECIeUYEeHUIO
0€30MacHOCTH MH(POPMAIIMOHHBIX PECYpCOB, UMEIOIIUX OMBIT MPAKTUYECKOW pabOThl U JHIIECH3UH
Ha MPaBO OKa3aHMs YCIyr B 3TOH 00sacTy.

[pyuHUMI MUHAMHM3AIUN IPUBUJIETHH MOJIb30BaTe e

Oo0ecrieueHue MoJab30BaTeICh MMPUBUIICTUAMHA MUHUMAJIBHO JOCTATOYHBIMU IJIsI BBIIIOJTHCHU A
HMH CBOUX JOJDKHOCTHBIX 00s13aHHOCTEH B I/IHCTI/ITYTG.

4. OCHOBHBIE TPEBOBAHUA 110 3BAINUTE NHOOPMALIUN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3anuThl UHPOpPMALIUK JTOJDKHA MPEAyCMAaTPUBATh KOMIUIEKC OPraHU3aI[MOHHBIX,
MPOrPaMMHBIX U MPOTPAMMHO-AMIAPATHBIX CPEJCTB U MEp MO 3aluTe HHPOpMAIHK B TIPOIECCE ee
00paboTKH.

Brinonnenue TpeGoBaHMIA TOCTUTAETCs 3a CUET peain3alui Ha 00beKTax HHPOpMaTH3AINH
Mep 10 3aIIuTe HHPOPMAIUH:

- uAeHTHU(UKAINH U ayTeHTU(UKAINK CyOBEKTOB JOCTYIa U OOBEKTOB IOCTYIIA;

- YHOPaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTYIA K OOBEKTaM JIOCTYTIA;

- OTpaHHYEHUIO MIPOTPAMMHOU CpEJIbI;

- 3alIUTe MAIIUHHBIX HOCUTEJIEH IEPCOHATBHBIX TAHHBIX;

- peructpanuu coObITHII 6€30MaCHOCTH;

- AHTHBHUPYCHOM 3aIllUTE;

- 0OHapy>KEHUIO BTOPKEHHIA;

- KOHTPOJIIO (aHAIHU3Y) 3aIIUIIEHHOCTH TIEPCOHATBHBIX JaHHBIX;

- o0ecre4eHHIo IeTOCTHOCTH HH()OPMAIIMOHHOW CUCTEMBI U IEPCOHATBHBIX TaHHBIX;

- 00ecneYeHnI0 aBTOPU30BAHHON JOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

- 3aIIUTHI CPeIbl BUPTYaTU3AIUY;

- 3aIIUTHl TEXHUYECKUX CPEJICTB;

- 3amuThl UHOOPMALIMOHHOW CHUCTEMBI, €€ CPEICTB, CUCTEM CBS3M W MeEpenadyd JaHHBIX;
BBISIBJICHUIO MHIIMICHTOB U PEaripoOBaHUEe Ha HUX;

- yOpaBleHUIO KoH(urypanuedn HMHOOPMAIMOHHOW CHUCTEMBI M  CHUCTEMbI 3allUTHI
MIEPCOHAJILHBIX JIAHHBIX.

WNuctutyr kak oOmamatens MHGOPMAIMM OTPAHUYCHHOTO JOCTYNa TPU OCYIIECTBICHUU

CBOMX IIPaB 00513aHO:

- coOmrofaTh nmpaBa ¥ 3aKOHHBIE MHTEPECHI MHBIX JIULL;

- TMPUHUMATH HEOOXOIUMBIC MEPHI IO 3aIUTE HHPOPMAIIHH;

- OrpaHHuYMBaTh JOCTyH K UWHPOpMAILMU, €clu Takas OOS3aHHOCTh YyCTAHOBJICHA
3aKoHoarenbcTBOM Poccuiickont deneparun.

B Tom uncne HWHCTUTYT, BmpaBe, €CiM WHOE HE MPEIyCMOTPEHO 3aKOHOAATEIHCTBOM
Poccuiickoit ®enepanuu:

- pazpemaTh WIA OTPaHUYMBATH JOCTYN K WH(GOpPMAIWHU, OMPEAENSATh MOPSIOK M YCIOBUS
TaKoTo JIOCTYTIA;

- HUCHOJB30BaTh HHPOPMAIINIO, B TOM YHCJIE PACIIPOCTPAHATH €€, 10 CBOEMY YCMOTPEHHUIO;

- mepenaBaTh WH(MOPMANHIO JOPYTUM JIMIIAM Ha YCTAHOBJICHHOM 3aKOHOAATEIHCTBOM
Poccuiickoit denepanuu OCHOBaHNH;

- 3aIUIIATh YCTAaHOBJIECHHBIMHA 3aKOHOJATENHLCTBOM Poccuiickoit ®Dexepanuu crocodamu
CBOM TIpaBa B Clly4ae HE3aKOHHOTO MOJy4YeHHUs WH(OpMAIMU WU €€ HE3aKOHHOTO HCIIOIb30BaHUS
WHBIMU JINIIAMH;

- OCYUIECTBIIATh WHBIE ACWUCTBUSA C MH(OpMalMel WM pa3pemaTh OCYIIECTBICHHUE TaKUX



NEHCTBUM, ecnu 3TH JNEHCTBUS HE MPOTUBOpeyaT (penepalbHBIM 3aKOHAM U JIPYTUM HOPMAaTHUBHO-
npaBoBbIM akTaM Pocculickoit denepanuu.
3amuTta MHQOpPMANMM  OTPAaHMYEHHOTO JOCTyHa TMpeACTaBiIsieT COOOM MpUHATHE
OpPTraHU3aIMOHHBIX U TEXHHYECKUX Mep, HAaIlPaBICHHbIX Ha:
- coOmoaeHue KOH(DUICHIIMATLHOCTH HHGOpMAIH (MCKITI0OUEHHE HeITPAaBOMEPHOTO J0CTYTIa,
KOIMPOBAHUS, IPEIOCTABICHUS MU PAaCIPOCTPaHEHHs HH(POpPMAIIN);
- obecrneyeHHe METOCTHOCTH WHGOpMAIK (MCKIIIOYCHHE HEMPaBOMEPHOTO YHUYTOKEHUS
WIM MOAU(PUIMPOBAHUS HH(POPMAIIHN);
- peanuzalMi0O TMpaBa Ha JOCTYyn K uHpoOpMauuu (UCKIIOYEHHE HEMPaBOMEPHOTO
O5oKMpOBaHUs MHPOPMAITUH).
Cpeacta 3auuThl HHPOpPMALIMK BHEAPSAIOTCA O pe3yjIbTaTaM MPOBEACHUS OLIEHKH PUCKOB
UH(POPMALIMOHHON 0€30MacHOCTH.

Oprannzanus 3aUThl HHGOPMALMH

[Ipu opranmszanuu B MHCTUTYTE 3amIUTHl WHGOPMAIIUH, JOHKHBI BHITIOTHATHCS TPeOOBaHUS
®enepanpHoro 3akoHa oT 27.07.2006 Ne 149-®3 «O6 wunHbopmanuu, HHPOPMAIMOHHBIX
TEXHOJOTHSIX W O 3ammure WHPOPMAIUU»), KOTOPBIE PETYIUPYIOT OTHOIICHHUS, CBSI3aHHBIE C
YCTaHOBJICHHEM, U3MEHEHHUEM U IIPeKpalieHueM pexxrma o0paboTku 3amuiiaeMon nHpopmaiuu. B
TOM uucie TpeOoBaHUs O 3ammTe WH(DOPMAIMU, HE COCTABISIONICH TOCYJapCTBEHHYIO TaifHY,
coJlepkalieiicss B ToCyJapCTBEHHBIX HH()OPMALMOHHBIX CHCTEMaX YTBEP)KICHHBIE MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBepx)aeHUn TpeOOBaHMIA O 3amuTe HHPOPMAIIHH, HE
COCTaBJISIIOLIEH TOCY/IapCTBEHHYIO TaliHy, cojepiKalleics B TOCYIapCTBEHHBIX MH()OPMAIIMOHHBIX
CUCTeMax» I TOCYJapCTBEHHBIX MH(POPMAIMOHHBIX CHUCTEM MO KOTOpPBIM MHCTUTYT sBIsieTCSs
Oneparopom.

B NHcTHTYTE MOMUMO peann3aliii OCHOBHBIX Mep 3alUThl HHPOPMAITUH OCYIIECTBIISETCS:

- peryispHas OILEHKa M YyOpaBlieHHE pUCKaMU HHQPOPMAIIMOHHON O€30MacHOCTH B
COOTBETCTBUU C YCTAHOBJICHHBIMU MPOIIEAYPAMHU B 0OJIACTH YIPABICHUS PUCKAMU;

- wuHpOpMHUpOBaHWE, OOyUYECHHE W TOBBINICHUE KBaTU(HUKAIMKA paOOTHUKOB MHCTHUTyTa B
cdepe nHHOpMaTMOHHON OE30MMACHOCTH;

- MeTOJAW4YecKas IOMOIb paboTHWKaM B Bolpocax obecrneueHus HWH(POPMaIMOHHON
0e30IMacHOCTH;

- aHaJIM3 M TTOMCK BO3MOKHOCTEH MO MMOBHIIIEHHUIO YPOBHS 3AIIUIIEHHOCTH HH()OPMAITHH.

Jyis opranu3anuu 3anuTel HGopMaluu, MHCTUTYT BIpaBe MPUMEHSTH CPEACTBA H METO/IbI
TEXHUYECKON 3alUThl, NpeJNpUHHUMATh Jpyrue, HE MPOTUBOpEYAllde 3aKOHOAATEIbCTBY
Poccuiickoit denepanuu, Mepsl.

B pamkax oOecnedeHus 3amuThl HHQOpPMAIMKM, B paMKaxX TPYIOBBIX OTHOIIEHUI
HEOOXOJMMO O3HAKOMHTH TIOJl POCHHCH pPAOOTHHMKOB, JOCTYN KOTOPBIX K WHGMOpMAIUU
OTPaHUYEHHOTO JIOCTYIA, HEOOXOAMM JIJIsl BBITIOJHEHHSI UMM CBOUX JOKHOCTHBIX O0S3aHHOCTEH, ©
nepeyHeM HHQPOpPMAIMN OTPaHUYCHHOTO JOCTYIMa, W NMPUHATHIME B MHCTHTYyTE MepamMu 3allUThI
nH(bOpMaITUu.

OcobennocTu 3alIUMThI NEPCOHAJIBHBIX TaHHBIX

[Ipu opranmzanmuu o0OpaboTku B HWMHCTHTYTE TMEpPCOHAIBHBIX JaHHBIX HEOOXOIMMO
pYKOBOJICTBOBaThCSl TpeboBaHmsiMu DenepanbHoro 3akoHa oT 27.07.2006 Ne 152-@3 «O
NIEPCOHATBHBIX JTaHHBIX).

[lepeyenb Mep, BBIOJHEHHE KOTOPBIX oOecreuynBaeT MHCTHUTYyTe B KadecTBE olepaTopa
NIEPCOHABHBIX JIAHHBIX, IOJDKEH BKITFOYATh:

- Ha3HaueHHe B MHCTHTYyTE€ OTBETCTBEHHOI'O 3a OpraHU3aIMI0 OO0paOOTKM NEepCOHANBbHBIX
JTAHHBIX;

- pa3pabOTKy JIOKyMEHTOB, OIpPEACHSIONIMX TMpaBWia B  OTHOUICHHH 0OpabOTKH
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NEPCOHAIBHBIX JaHHBIX B MHCTUTYTE, JIOKANbHBIX aKTOB IO BOIPOCaM OOpabOTKH MEPCOHAIbHBIX
JTAaHHBIX;

- MpPUMEHEHHE OPraHU3alMOHHBIX M TEXHHUYECKHX Mep MO0 obOecrneyeHHIo Oe30MacHOCTH
NEPCOHAIBHBIX JAaHHBIX B COOTBETCTBUU cO cTaTheil 19 denepanbHoro 3akona ot 27.07.2006 Ne 152-
@3 «O nepcoHaNbHBIX TaHHBIX);

- BBINOJIHEHHE TPEOOBaHMIA MO COCTaBY M COJCPIKAHUIO OPraHU3AIMOHHBIX M TEXHUYECKUX
Mep 1O of0ecredeHuo Oe30MacHOCTH TMEPCOHANBHBIX JAaHHBIX TpH HUX 00paboTke B
MH(QOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX yTBepKAEHHBIX mpukazoM @CTIOK Poccun ot
18.02.2013 Ne 21 «O06 yTBep>KIeHNU COCTaBa U COACP>KaHUsI OPTraHU3AIMOHHBIX U TEXHUYECKHX MEp
1o o0ecrneyeHni0 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX MPU HX 00paboTKe B MH(OPMAIIMOHHBIX
CUCTEMaX NePCOHABHBIX JaHHBIX);

- OLIGHKY Bpe/a, KOTOPBIA MOXET OBbITh NMPUUMHEH CyOBEKTaM MEPCOHATbHBIX JAaHHBIX B
ciaydae HapyumieHus PenepanpbHoro 3akoHa Ne 152-®D3, cooTHOLIEHHME YKAa3aHHOTO Bpeaa u
NPUHUMAEMBIX OINEpaTOPOM Mep, HalpaBlIEHHBIX Ha OOecreueHHe BBIMOJHEHHS OO0S3aHHOCTEH,
npeaycMoTpeHHbIX DeaepanibHbIM 3aKOHOM No 152-D3;

- O3HaKOMJIEHHE pabOTHMKOB WHCTHTYyTa, HETMOCPEACTBEHHO OCYIIECTBIAIONUX 00paboTKy
MEPCOHANIbHBIX JIAHHBIX, C TIOJIOKCHHSIMU 3aKoHojaTenbcTBa Poccuiickoit dDenepanuu o
NEepCOHANBHBIX JaHHBIX, B TOM 4YHWClIE TPeOOBAHMSAMHU K 3allUTe TEPCOHANBHBIX JaHHBIX,
JOKYMEHTaMHU, OIpeaessionMi TpedoBanns MHCTUTYTa B OTHOUIEHUH 00paOOTKH MEePCOHATBHBIX
JAHHBIX ¥ 00ydeHue, Ipyu HEOOXOIUMOCTH, YKa3aHHBIX PAOOTHUKOB.

Obecnieuenne 0€30MaCHOCTH MEPCOHABHBIX JAHHBIX JJOCTUTAETCS, B YACTHOCTH:

- OIpeJeNIeHueM yTpo3 W HapyluTedaed Oe30MacHOCTH MEPCOHAJIBHBIX JAHHBIX TPH HX
00paboTke B HHOOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX;

- ONpEIEIICHUEM YpPOBHS 3allMIIEHHOCTH II€PCOHAJIBHBIX JaHHBIX B COOTBETCTBHH C
tpeboBanusmu [locranoBnenust [IpaButenbctBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119
«O06 yTBepKAEHUMU TpeOOBaHMI K 3allUTe MEPCOHAJBHBIX JaHHBIX NpU HUX 00padoTke B
MHGOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX);

- INPUMEHEHHUEM IPOILIEANINX B YCTAHOBJIEHHOM MOPSAKE MPOLEAYPY OLEHKH COOTBETCTBUS
CPEJICTB 3alIUThl HH(POPMAIUH;

- OLEHKOH 3(p(peKTUBHOCTH MPUHUMAEMBIX MEp MO 3alUTe MePCOHANBHBIX JaHHBIX O BBOJA
B DKCIUTyaTaIi0 HHPOPMAIIMOHHOM CUCTEMBI IEPCOHATBHBIX JTaHHBIX;

- BOCCTAHOBJICHHEM MIEPCOHANIBHBIX JTaHHBIX, BCJIE/ICTBHE MOJTy4EHUs
HECaHKIIMOHUPOBAHHOTO JOCTYTA K HUM;

- YCTaHOBJICHHEM TMpaBWJI JOCTyIa K TMEPCOHAJIBHBIM JIaHHBIM, 0OpalOaThIBaeMbIM B
MHGOPMAIIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX, a TAK)Ke 00eCTeYeHHEeM PEerucTpauu U yueTa
BCEX JCWCTBUI, COBEpIIAEMBIX C MEPCOHATIBHBIMH JAHHBIMH B HH(GOPMAIMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHbIX;

- KOHTPOJIEM 3a NPUHUMAaEMbIMM MEpaMU [0 3alIUTE€ [EPCOHAIBHBIX JAaHHBIX W
OTIpE/ICNIEHHOTO YPOBHS 3alllMIIEHHOCTH HH()OPMAIIMOHHBIX CHUCTEMax MEepCOHANbHBIX JAHHBIX B
IIPOLIECCE €€ IKCILTyaTal1H.

5. OCHOBHBIE TPEBOBAHMUSA K ITPOHECCAM OBECIIEYEHUA
WH®OPMAIIMOHHOMN BE3OIIACHOCTHA

Mertoanyeckoe PYKOBOJACTBO, pa3pabOTKy pelleHMd 1o  3ammre  HH(opMaiuw,
COTJIACOBaHWE BHIOOpA CPEACTB BBIYHCIUTEIBHON TEXHUKH, IPOTPAMMHBIX M IPOTPaMMHO-
anmapaTHbIX CPEJCTB 3aILUThl HHPOPMALIUU, OPTaHU3ALMIO PA0OT MO BBIIBIEHUIO BO3MOXKHOCTEH U
OpEeIyNpexICHUI0 yTEUYKHM U CBOWMCTB 3alllMIaeMoll HMHQOpMalMM, aTTecTaluilo OOBEKTOB
MH(POPMATU3ALUH OCYIIECTBIISIOT KOMIIETEHTHbIE CTPYKTYPHbIE Nospa3aenenus MHcturyra.

dusnyeckas 0e30MaCHOCTD
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[IpunsATEIE OpraHM3alMOHHBIE M TEXHWYECKHE MEphl Mo 3amuTe mnomemieHnii MHcTuTyTa,
CepBEPHOTO ¥ KOMMYTAIlMOHHOTO O00OpYy/JOBaHMs, ABTOMAaTHU3UPOBAaHHBIX pabOYUMX MeECT
nosb30BaTenell NHPOPMAIMOHHBIX CHCTeM MHCTHTyTa 00ecreunBarOT peayu3alyio CIeIyOMNX
Mep To:

- PpasrpaHMYEHHIO JOCTyNa PaOOTHUKOB B MOMEIICHHs VHCTHTyTa B COOTBETCTBHH C HX
HOJTHOMOYHSIMH U JIOJKHOCTHBIMH 00S3aHHOCTSIMU;

- perucTtpanmuu (HaKTOB BXOJa paOOTHHUKOB B TIOMEIICHHUSI B KOTOPBIX BeAeTCs 00paboTKa
NIEePCOHAIBHBIX JIaHHBIX;

- KOHTPOJHMPYEMOMY IMpEOBIBAHMIO MOCTOPOHHMX JHII B VHCTHTYyTE B NOMEIICHHAX, B
KOTOpPBIX BeneTcss 00paboTka MH(OpMAIMH OTpaHUYEHHOTO JIOCTYNa M Pa3MELIeHbl anmapaTHbIC
cpencTBa HHPOPMAIIMOHHON CHCTEMBI;

- OpraHu3aIlH PeKUMa KOHTPOJIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMALIUH.

[Tomemennss MHcTUTyTa JOKHBI OBITH 00OpPYIOBaHBI JETEKTOPaMH OTHA W JbIMa,
OTHETYIIUTENSIMH, CUCTEMaMHU KOHIMIIMOHUPOBAHUS BO3JyXa, CPEACTBAMU OXPaHHO-IOXKApHOU
CUTHAJIN3aIINH.

OcHOBHOE cepBepHOE W KOMMYTAallMOHHOe oOopynoBaHue WHCTUTYTa JOKHO OBITH
3alIMIIEHO OT MepeboeB B MMOJade DJICKTPOIHEPTHH ITyTEM IOAKIIOYEHHS K 3JIEKTPOCETH C
NPUMEHEHHEM HCTOYHUKOB OecriepeOoiiHoro murtaHus. McToyHHkH OecnepeOoiHOro MUTaHus
HEOOXOANMO PETYJISIPHO TECTUPOBATh W MPOBEPATH YIMOIHOMOYEHHBIM paboTHuKaMm MHcTHTyTa B
COOTBETCTBUH C PEKOMEHIAIMSIMUA TPOU3BOIUTEIIS.

be3onacHocTh HA paﬁoqu MeCTe

- 3ampemniaercsi BECTH 3allUCh Mapojield B OTKPHITOM BHJE HAa MaTepHAJIbHBIX HOCHUTEIS, 3a
UCKIIIOUYEHHEM CITy4aeB, periaMEeHTUPOBAHHBIX METOJIOB XPaHEHHS.

- JIOKyMEHTBI M HOCHTENH ¢ HMH(pOpMaIei orpaHMYeHHOTO JOCTYIa JOJDKHBI YOUPAThCs B
oreuyaTbiBaeMble MecTa (ceidpl, mKkadsl U T.11.), IPH yXoJe ¢ pabodero Mecra.

- Ilpu yxonme c pabouero mecra, Ha aBTOMaTU3UPOBAHHOM pabodyeM MecTe padouas ceccus
JOJDKHA OBITh IpepBaHa, pabouuii cToia 3a010KMpoBaH. BXo mosb30BaTens B CUCTEMY HE JOJDKEH
BBITTOJTHATHCS] aBTOMAaTHIECKH.

- JIOKyMeHTBI, cojaepkKalie HWH(POPMALUI0 OrPaHUYEHHOIO JOCTyMHa, JOJDKHBI Cpasy
M3BIMATBCS W3 TeYaTaoIIuX yCTPOWCTB. [l yTunm3anmuu KOHQHUACHIMATBHBIX JOKYMEHTOB,
JIOJDKHBl  MCHOJIB30BATBCS YHUYTOXKUTENM JOKYMEHTOB He HIKE 4 ypOBHSI IO CTaHIApTy
0€30MaCHOCTH, IPUMEHIEMOMY K YHUUTOKHUTEIISIM IOKYMEHTOB.

- Pa3mermienne TeXHMYECKHX CpEICTB BbIBoJAa HH(opManuu B nomemeHusx HMHcrtutyTta
MPOU3BOJIUTCS C YYETOM HCKIFOUYEHUS BO3MOXXHOCTH BHU3YallbHOTO IPOCMOTpa HH(OpMaIu
HOCTOPOHHUMH JIMLIAMU U PAOOTHUKAMHU, HE JIOMYILEHHBIM K paboTe ¢ JaHHOU MH(pOpMaLuei.

- TexHuueckue cpeAcTBa MOJDKHBI pPa3MEIIaThCS W XPAHUTHCA TaKuM 00pa3oM, YTOOBI
COKpATHUTh BO3MOXHBII PUCK IMOBPEXKIECHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JJOCTYTIA.

- Ilpu wucnonb30BaHUM MOOWIBHBIX TEXHHUYECKHUX CPEACTB HEOOXOAMMO COOJII0AATh
JIOTIOJTHUTEbHBIE MEpPbI MO pPErJIaMEHTALMd W KOHTPOJIO HCIOJb30BaHUS B HH(GOPMALMOHHOMN
crCcTeMe MOOMJIHHBIX TEXHUUECKUX CPEICTB.

- HaxoxzaeHue mnpencTaBuTeNel OPUAMYECKUX JIUI] B paMKaxX HCIIOJIHEHHUsS JIOTOBOPHBIX
0053aTeNbCTB B MOMENICHUAX B KOTOPHIX BeeTcss 00paboTka MH(POpMAIK OrPaHUYeHHOT0 JOCTyTa
UH(QOPMALMOHHOM CHUCTEMbI, BO3MOXXHO TOJBKO B CONpPOBOXAECHUM paboTHHKa WMHcTuTyTa,
JIOTIYIIEHHOTO 10 00paboTKH Takoi HHGOpMaIuy.

TexHudeckoe 00c/Iy:;kuBaHNe 000PY10BAHUSA

Texnunueckue cpeactBa MHcTUTyTa JOJDKHBI NPOXOAUTH HA  PErYJSIPHOM  OCHOBE
CEPBHUCHOE OOCITYy)KHBaHHE B COOTBETCTBUU C PEKOMEHAAIMSIMH IIPOU3BOIUTENEH 000pyA0BaHUS.
PemoHT u cepBucHOoe OOCITy)XKHMBaHHE OOOPYJOBAHHS JIOJDKHBI BBITIOJHATHCS TOJIBKO
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KBaJIM(PULIUPOBAHHBIMH CIIELUATUCTAMHU.
TexHuueckoe oOcTy)HBaHWE OOOpPYNOBaHHS CTOPOHHUMH OpraHU3AlMsIMU HE JOJDKHO
IPUBOJIUTH K PUCKY HapyIlIeHHUs] KOH(PUAESHINATBHOCTH 3alUIaeMoi HHPOpMaIUH.

B3aumogeiicTBHe C TPETHbHUMHU JIMIAMU

B nemsix obGecrniedenust nHPpOpMaIMOHHOM Oe3omacHocTH MHCTHTYTa Mpu B3aUMOAEHCTBUM C
TPETBUMU JIMLAMU JOJKHO BBIITOJIHATH CIIEYIOLINE MEPOIIPUATHS T10:

- 3aKJIIOYEHHUIO COMVIALEHHs O Hepa3MIalleHud HHGOpMAIlMM OrpaHMYEHHOIo JOCTyIa
MOJTYYEHHOU B XOJ1€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTENBCTB;

- OCYLIECTBJICHUIO KOHTpPOJS 3a ACHCTBUSMM INPEACTABUTENEH KOHTPAareHTOB B IIpejeax
KOHTPOJMPYEMOH 30HbI MHCTHTYTA.

YHpaBneHne AKHU3HCHHBIM ITUKJIOM I/IH(l)OpMaIIHOHHLIX CHCTEM

MepomnpusiTiss B TpOIECCe >XU3HEHHOTO IHKJIAa HH()OPMAIMOHHBIX cucTeM MHcTUTyTa
JIOJDKHBI OBITh HAmNpaBji€Hbl Ha oOOecledyeHue 3amuThl MHGOpMalMM HpU BBOJE B JEiCTBHE,
JKCIUTyaTalyH, COMPOBOXKICHUH U MOJEPHU3ALINHN, BEIBOAA U3 DKCILITyaTallUH.

OcHoBaHMEeM @pU pa3paboTKe HH(POPMAIMOHHBIX CUCTEM JOJDKHBI SIBIATHCA pPELICHUS
NpUHATHIE HA CTanuu (HOpPMHUpPOBaHHS TPeOOBaHMM, colepKaiiue TpeOOBaHUS, B TOM YHUCIE IO
cucTeMe 3alUThl HH)OpMaIiy.

JIroboe mraHupyeMoe K BHEIPEHUIO N3MEHEHNE MH(POPMAIIMOHHOW CUCTEMBI TTPEIBAPUTEIHEHO
JODKHO ~ OBITh  MPOAHAJU3UPOBAHO HA  COBMECTHMMOCTb M OTCYTCTBME  HapyIlIEHH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMITOHEHTOB, B TOM UHMCIIE CPEICTB 3alIUTHI HHPOPMALINH.

PaGotel mo MonepHu3anuM HHGOPMAIMOHHOM CHCTEMBI, B TOM YHCJIE IO YCTAHOBKE
IPOrpaMMHOr0 o0ecrieueHus: 1 0OHOBJIEHUH, TOJKHBI IPOBOAUTHCS B HEpabouee BpeMsl WK BpeMs
HauMeHbIlel padoueil Harpy3Ku.

[Ipn BbIBOZIE M3 HKCIUTyaTauud HWH(GOPMALMOHHBIX CHCTEM JIOJDKHO OOecnedyuBaThCs
rapaHTHPOBaHHOE yJlaneHue 00pabaThiBaeMON U XpaHUMOM B HUX HH(POPMALIMHU C HCIIOJIb30BaHUEM
CPEICTB TapaHTUPOBAHHOTO YHUYTOKEHHsSI WH(POPMAIUU WU MyTeM (U3NIECKOTO YHHUTOKCHHUS
HocuTeneil nHpopMaIuH.

Bce mpouemypsl oOecrnieueHust 3amuThl MH(POpMAIMKM, YCTaHOBJICHHbIE B MHCTHTyTE B
OTHOIICHUHM HMH()OPMALMOHHBIX  CUCTEM, JIOJDKHBI  BBIIOJHATBCA M KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMH JIMI[aMH 32 OPTaHU3alIMI0 paboT MO 3aluTe HHOOPMALIUH.

KonTpoJs noctyna k HHpOPpMaMOHHBIM CHCTEMaM

Bce pabotnuku MHCcTHTYTA, MOMyIIEeHHBIE K padoTe ¢ HHOOPMAIIHOHHBIMU CHCTEMAaMH, HECYT
MEPCOHAIBHYI0 OTBETCTBEHHOCTh 3a HapylIeHHs YCTaHOBIEHHOTO Topsaka o0paboTKu
uH(pOopMaImy.

YpoBeHb TOJHOMOYHMI T0JIb30BaTeNsi B WH(MOPMAIMOHHOW cuctemMe MHCTUTYTa IOJDKEH
OIPCACIIATBCA B COOTBETCTBUH C €TI0 NOJIKHOCTHBIMUA O6H3aHHOCTﬂMI/I.

Hoctyn  monwp3oBateneid K  WHPOPMANMOHHBIM  cucTeMaM  MHCTHTyTa  JIOJDKEH
KOHTPOJMPOBATHCS aIMUHUCTPATOPOM NH(POPMAILIMOHHOMN CUCTEMBI.

JlomkeH  OCYLIECTBISTBHCS — PEryJSIPHBI  KOHTPOJIb  BBIMIOJHEHUS  OpPraHU3aIl[MOHHO-
pacuopAAUTCIIbHBIX JOKYMCHTOB, KaCAOIINUXCS PCTIIaMCHTAllUU JOITYyCKa pa60THI/IKOB I/IHCTI/ITYTa K
UH(GOPMAIITMOHHBIM CHCTEMaM.

NnenTndukanus u ayreHTHPUKANUSA

Joctyn mosnb3oBaTesield K MHPOPMAIMOHHBIM CHUCTEMAaM JIOJDKEH MPEIOCTABIATHCS TOJIBKO
MOCIIe YCIEUTHOTO 3aBepIICHUS HISHTU(DUKALINHY, Ay TCHTU(PUKAIUH.
[Toryyenue mnonb30BaTEIeM HMEHUM B HHPOPMAIMOHHOM cHUCTEME M Mapoiisi, KOTOpbIe
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o0ecreunBaroT JOCTYI K HHPOPMAIIMOHHON CUCTEME, JOIHKHO OCYIIECTBIISITHCS IO MPEICTABICHUIO
PYKOBOAUTEIIS CTPYKTYPHOTO MOAPA3ICIICHHUS.

Ynpasienue 10cTynomM

B UHcTuTyTE MOKHO OCYIIECTBIATHCS YIPABICHHE JOCTYIIOM K MH(DOPMAIMOHHON cCUCTEME
MOCPEACTBOM peanu3aliil HEeOOXOIUMBIX METOAOB, THIIOB M MPaBWJI pPa3TpaHUYCHHUs JOCTYIa
M0JIb30BATENSIM MH(GOPMAITMOHHON cucTeMbl MHCTHTYTA.

be3onacHocTh npu padorte ¢ HOCUTEIIMH HHPOPMAITUT

PaGotHukn MHCTUTYTa MOIDKHBI HMCIIONB30BaTh TOJBKO YYTEHHBIE CHEMHBIE MAIIWHHBIE
HOCHTENU WH(POPMAIMK JUIsS BBIMOJHEHUS! CBOMX JOJDKHOCTHBIX 00si3aHHOCTeH. lcmonb3oBaHue
CHEMHBIX MAalIMHHBIX HOCHTEJEeH nHPopManuu B IHCTUTYTe B MHBIX LIEJSIX CTPOTO 3aIPEIICHO.

B cnyyae xpaku WM IOTEpH ChEMHOTO MAIIMHHOTO HOCHTENsT MH(OPMALIUH, a TAKKe WHBIX
UHIIMJCHTOB, KOTOPhIE MOTYT IMPHBECTH K HAPYIICHUIO CBOWCTB WH(OPMAIUU OTPaHUYCHHOTO
JOCTYTIA, TOJDKHBI TIPOBOTUTHCS MEPOIPHUSATHS 110 PAcCIeOBAaHHIO TAKMX MHIMACHTOB.

[Ipu BBIBOJE M3 AKCIUTyaTallid CheMHOTO MAITUHHOTO HOCHTENsI WH(OpMAIMH, BCE TaHHEIE,
XpaHALIMECS Ha HEM, JOJDKHBI OBITh YAaJeHBI ONpeAeIeHHON KOMHCCHEH M3 Yuciia pabOTHHKOB,
CPeICTBOM TrapaHTHPOBAHHOTO YHHUYTOXKECHUS HHPOPMAITUH.

@dakt yHHYTOXKEHHMS WHPOPMAIMM Ha CHEMHOM MAIIMHHOM HOCHTeNle WH(OpMaIuu
¢ukcupyercss B akre 00 YHHYTOKCHHH HWHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uH(pOpMaIIUH.

Peructpanusi coobITHI

B HWHcTuTyTE NOWKHA OCYIIECTBISTHCS PETUCTPAllMM COOBITHI OE30MacHOCTH Ha BCEX
KOMITOHEHTaX HH()OPMAIMOHHBIX cUCTeM MHCTHTYyTa, B KOTOPBIX 00pabaThiBaeTCs 3alIuiiaeMast
uHbopMaIus.

AHTHBHPYCHas 3a1UTA

B nenax oOHapyXeHHs U YCTpaHEHMs BpPEIOHOCHBIX HporpaMMm B MHCTHUTYTE HOJIKHBI
UCIIOJIb30BaThCS CPEJCTBA AHTUBUPYCHOM 3aIIUTH HHPOPMAIIUH.

OO0s3arenbHOMY KOHTPOJIO CPEICTBOM AHTMBMPYCHOW 3alMThl HMHGOpMAalMU JOJDKHA
noJuiexarp Jirobas wuHpopmanms (TeKcToBble (ailapl  JOOBIX  (opMaToB, (aiiabpl JTaHHBIX,
UCTIoNHsAeMble (Dailiibl), Mosyyaemas M nepegaBaeMas 10 JIOKAIbHOM BBIYMCIMTENBHOM CETH B TOM
Yrce W CeTSM OOIIero MOJb30BAaHUS, a Takke MH(OpMAIHs, XpaHUMasi Ha ChbeMHBIX MAIlWHHBIX
HOCHUTENSX HHPOpMALIUU.

[Ipn ycTaHOBKe MpPOrpaMMHOIO OOEcCHeueHuss WIM €ro OOHOBJIEHHS Ha CEBEpPHOE
o0OpyI0BaHHE JIOJDKHA AaBTOMAaTHYECKH BBIMOJIHATHCS IpelBapUTeNbHAs IPOBEpPKA JTaHHOTO
pOTPaMMHOTO 00ecTiedYeH s Ha OTCYTCTBHE BPEIOHOCHOTO MPOTPAMMHOT0 00ECTICYEeHUSI.

OOHoBiieHne 0a3 CUTHATyp [UId CPEACTBA AHTHUBHPYCHOM 3alIUThl MH(OPMAIMH JOJDKHBI
OOHOBIISITHCSI €KEAHEBHO.

[Tonp3oBarenn 06e3 mpaB agMHUHHUCTpaTOopa HH(OpPMAMOHHOW cucteMbl MHcTuTyTa He
JIOJDKHBI UMETHh BO3MOXXHOCTH IOJyYEHHS JOCTyNa K KOH(UTYpaluu aHTUBHUPYCHOTO CPEICTBA
3aLUThI UK €r0 OTKIFOYEHUS.

KOHTpOJIb 3AIUINCHHOCTH IEPCOHAJIBHBIX JaHHBIX

B mensx UCKIIOUEHHS HKCIUTyaTalliM YS3BUMOCTEH MPOTrPaMMHOTO OOECIIEYEHMS JIOJIKHBI
IPOBOAUTCA pabOThl IO BBISABICHUIO, AHAIU3y YA3BUMOCTEH HH(MOPMALMOHHOW CHUCTEMBI U
OIIEpaTUBHOE yCTPaHEHHE BHOBB BBIABIICHHBIX YysA3BUMOCTEH. B ToM uucie opraHusanusi KOHTPOJIs
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YCTaHOBKH U OOHOBJICHHUSI IPOrPaMMHOTO 0OecTieueH s, BKII0Yasi CPEICTB 3alUThl HH(GOpMaIUH.

Hcnosb30BaHue NporpaMMHOro odecrevdeHust

Bei6op mporpaMmHOro obecredeHusi JUIsi MPOM3BOJICTBEHHBIX HYXI MHCTHTyTa JOJKEH
MIPOU3BOJUTHCS B INPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOrO B EIMHBIN peecTp pOCCHUHCKHUX
OporpaMM Uil 3JIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH U 0a3 JaHHBIX. B ciaydae orcyTcTBus
aHajora B EMMHOM peecTpe pOCCUHCKMX IPOrPAMM JUISl 3JIEKTPOHHBIX BBIYMCINUTEIBHBIX MAIlWH U
0a3 TaHHBIX JOMYCKAeTCs UCIOIb30BaTh MPOrPAMMHOT0 00ecreueHre UMIIOPTHOTO ITPOU3BO/ICTBA.

Hcnoab3oBanue cpeacTB Kpunrorpadguyeckoi 3amuTbl HHPOPMaLUH

Obecneuenue 3aUThl HHOPMALMK OIPAHUUEHHOTO OCTYNA OT PACKPBITHS, MOJU(PHUKAILIUN
Y HaBs3bIBaHUs (BBOAA JIOXKHOW MH(OpMAIMM) MpU ee mnepenade (MOATOTOBKE K Iepeaade) 1o
KaHaJlaM CBS3M, MMEIOLIMM BBIXOJ 3a INpeAeNbl KOHTPOJHUPYEMOW 30HBI OOecIeyrBaeTCs
MIPUMEHEHHUEM CPEJICTB KpUNTOrpaduyecKoi 3amuThl HHOOPMALIUH.

[Ipuobperenne cpeactB  Kpunrorpaguueckoid  3amurbl  uHGopManuu  MHcTuTyTa
OCYIIECTBJISIETCS HA OCHOBAHUU JIOTOBOPOB M KOHTPAKTOB C JUI[AMH HMEIOLIUMH JIEHCTBYIOIIYIO
muensuto @Cb Poccunm Ha ocCyllecTBICHHE JAEATENBHOCTH MO pPa3paboTKe, MPOU3BOACTBY,
pacnpocTpaHeHuI0 MU(POBAIBbHBIX (KpUNTOrpaduiyecKnux) CpeacTB, HHHOPMALMOHHBIX CUCTEM U
TEJIECKOMMYHHUKAIIMOHHBIX ~ CHCTEM,  3alUIIEHHBIX C  HCIHOJb30BAaHHWEM  HIM(PPOBATBHBIX
(kpunrorpaduyecKkux) CpPeACTB, BBINOJHEHUIO padOT, OKa3aHUIO YCIAyr B oOnactu mupoBaHUS
UHPOPMALIMU, TEXHUYECKOMY OOCIYKUBAaHHIO MIH(PPOBATBHBIX (KpUIITOrpauyecKux) CpPeiCTB,
MH(OPMALIMOHHBIX CUCTEM M TE€JIEKOMMYHHKAIIMOHHBIX CHUCTEM, 3AIIMUIIEHHBIX C UCIOJIb30BAHUEM
U poBaIbHBIX (KpUNTOrpagUUecKnX) CPeACTB (3a HCKIIOYEHHEM Ciydas, €ClIM TEXHHUYECKOe
oOciyXuBaHUE MHUQPPOBAIBHBIX (KpUNTOrpapUUecKuX) CpeICcTB, MH(GOPMALMOHHBIX CHCTEM H
TEJIECKOMMYHHUKAIIMOHHBIX ~ CHCTEM,  3alUIIEHHBIX C  HCIOJb30BAaHHWEM  HIM(PPOBATBHBIX
(kpunrorpaduyecKkux) CpeACTB, OCYILIECTBIsSETCd Mg oOecrnedyeHus COOCTBEHHBIX HYX]
IOPUINYECKOT0 JIMIA WK MHIUBUAYAIbHOTO MPEANPUHIMATES).

[Topranbuble pemeHuss HWMHcTUTyTa € BO3MOXKHOCTBIO JOCTylma C ceTed  oO1iero
NOJIb30BAHUS JOJDKHBI B TPUOPHUTETE pa3padaThiBaTbCcs C OpraHM3alyeid 3allUIeHHOro KaHaja
nocpenctBoMm npotokoiia TLS ¢ moxnepskkoit anroputmoB ['OCT 34.10.

Hcnoab3oBanue 3JIEKTPOHHOM MOYTHI

DJNeKTpOHHAs MOYTa JOJDKHA HCIIONB30BaThcsl B MIHCTHTYTE ¢ IENbI0 OpraHM3anuu oOMeHa
JNEKTPOHHBIMU  COOOIIEHUSIMU  MEXKIY paOOTHHKaMH U CyObeKTaMu HH(DOPMAIIMOHHON
0€30I1aCHOCTH.

[Tpu “cmonb30BaHUU AIIEKTPOHHOMN TOYTHI 3alPeaeTcs:

- obOmeH wHpoOpMaMeW UIsI COy)KEOHOTO TMOJB30BAaHHS, a TaKkXke HHPOpMaIUEH
OTPAaHUYEHHOTO JIOCTYTIA,

- TPeIOCTaBJIICHWE JOCTYNMa K DJJICKTPOHHOW IT0YTe C WCIOJIh30BAaHUEM JAHHBIX CBOCH
YYeTHOU 3aMHiCH TPETHUM JIHIIAM;

- myOJMKaI|s CBOETO CIIY»EOHOTO ajpeca ICKTPOHHOW IMOYTHI B AJIGKTPOHHBIX KaTaJlOTax,
Ha MOMCKOBBIX MAIIMHAX M IPYTHX pecypcax ceTu VHTEpHeT B 1eNAX, He CBA3aHHBIX C UCIIOTHEHUEM
CBOMX JOJDKHOCTHBIX 00SI3aHHOCTEHH;

- TMOJIMKCKA IO 3JIEKTPOHHON MOYTe HA Pa3IMYHbIE PEKIIAMHBIE MaTepPHAIIbI, TUCTHI PACCHLUIKH,
JJIEKTPOHHBIEC JKYpPHAJIBI W T.A., HE CBS3aHHBIC C BBHITIOJHCHHEM IT0JIb30BaTEIEM JIOKHOCTHBIX
00513aHHOCTEH;

- OTKpBITHE (3aITyCK Ha BBHITIOJHEHHE) (HaiiIoB, MOJYYSHHBIX O AJICKTPOHHOW MOYTE WIIH U3
pecypcoB cetu WHTepHer, 0e3 mpenBapUTENbHON MPOBEPKH MX AHTHBHUPYCHBIM MPOTPAMMHBIM
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o0ecrieueHueM.

Padora B ceTsix 0011ero nMoJiLb30BaHUs

WuctutyT ocraBuser 3a coboil mpaBo OJIOKMPOBATH MM OTPAaHUYUBATH TOCTYN paOOTHUKAM K
CeTsAM CBSI3U OOILEro MoJib30BaHMs, B TOM 4yHucie ceTu MHTepHeT, coaepxKaHue KOTOPhIX HE UMEET
OTHOIICHHS K MCTIOJIHEHHIO JIOJDKHOCTHBIX 00S3aHHOCTEH, a Takke K MH(POPMAIIMOHHBIM pecypcam,
COJepKAHWE M HANpaBIEHHOCTh KOTOPBIX 3alpellieHbl 3aKOHOAATEeNILCTBOM Poccuiickoi
denepauuu.

Nudopmanus o mnocemaembix paOoTHukamu MHcTuTyTa HMH(QOPMALMOHHBIX pPECypcoB
OPOTOKOJIUPYETCS JJIsl  TOCIEAYIOUIer0 aHaiu3a M, NpU HEOOXOIUMOCTH, MOXKET OBITh
IpeCTaBIeHa PyKOBOAUTENAM CTPYKTYPHBIX MOJpa3/ieNeHuil, a Takxke aupekTopy MHcTutyTa ams
KOHTPOJISL.

ITpu ucnonb3oBanuu cety VIHTEpHET 3amperieHo:

- HCIOJIB30BaTh IpeaocTaBieHHbIH MHCTUTYTOM J0CTyn B ceTh IHTEpHET B JIMUHBIX LIEJISAX;

- HCIOJIb30BaTh  HECAHKIIMOHMPOBAHHBIE IPOrpaMMHBIE W [POrpaMMHO-aIlIapaTHbIE
CpPEJICTBA, MMO3BOJISIOLINE MTOJYYUTh HECAHKLIMOHUPOBAHHBIN JOCTYM K ceTu HTepHeT;

- nyOJuKOBaTh, 3arpy’aTb M pPacHpOCTPAHATh MaTepUalbl COJAEpXKAllUe HEIOCTOBEPHYIO
uHpopMmaruio o MHcTUTYyTE, a Takke dharpcuduimpoBaTh cBoii [P-ampec.

Pe3epBH0e KONMUPOBAHUEC H BOCCTAHOBJICHHEC TAHHBIX

Pe3epBHOE KOMTMPOBAHKE JOKHO OCYIIECTBIIATHCS JUIS:
- uHdopmaiuu obpabaTeiBacMoi Ha (PailJIoBOM cepBEPE B CEpBEPETIPHIIOKCHUH,
UH(OPMALIMOHHON CUCTEMBI,

- pabouuX MecT aJIMHHHCTPATOPOB MHPOPMAIMOHHOMN CHCTEMBI.

YacToTa 1 peXUM pe3epBHOTO KOMMPOBAHUS yCTAHABIMBAIOTCS TaKUM 00pa3oM, 4TOOBI
o0ecrneuynTh MUHIMAJIBHYIO TIOTEPIO JaHHBIX M OTIEPATUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOrO KONHUPOBAHUS W BOCCTAHOBJICHHUS PECYPCOB MH(OPMAIIMOHHBIX
crcteM MHCTUTYTa TOJDKHBI TPOBOIUTH YIIOJTHOMOYCHHBIE pa0OTHUKY MHCTUTYTA.

ITo BO3MOXHOCTH, PE3EPBHOE KONMPOBAHUE JIOJDKHO OCYLIECTBISATHCS B aBTOMAaTHYECKOM
pe)KUME € IPUMEHEHHEM OTEYECTBEHHOTO  CIEHUAIU3UPOBAHHOIO  CPEACTBA  PE3EPBHOTO
KOMMPOBAHUS C JCHCTBYIOIIMM CEPTH(PUKATOM COOTBETCTBUS MO TpeOOBaHUSIM O€30MaCHOCTH
uHpopmanuu @CTIK Poccun.

6. OCHOBHbBIE TPEBOBAHMSI K IIPONECCAM YIIPABJIEHUSI
NHO®OPMAIIMOHHOM BE3OITACHOCTBIO

MounuTopuHT HHGOPMALMOHHOH 6e30acCHOCTH

Ha mocTostHHON OCHOBE JOJDKEH MPOBOIUTHCS KOMILIEKCHBIH aHAmN3 (yHKIMOHHPOBAHUS
UHQOPMALMOHHOW  cuUcTeMbl MHCTHTyTa W  BO3HHMKAIOIIUX COOBITUH  HH(OpMAIMOHHON
0€30MaCHOCTH.

[Iporiecc MOHMTOpWHIa CUCTEMBI OOecrieueHus MHPOPMALMOHHOM O€30MacHOCTH JOJIKEH
BKJIIOYAaTh B ceOs KOHTPOJb OPTaHM3AaLMOHHBIX M TEXHWYECKUX MEp IO 3aIuTe HH(OPMALUH,
aHaJU3 apaMeTpoB KOHPHUTypaIuy U HACTPOUKH CPEJICTB 3aIUTHl HH(POPMAITIH.

[Ipn mpoBeneHNN KOHTPOJIBHBIX MEPONPHUSTHH, CBSI3aHHBIX C OLIEHKOW pean3aluu Mep Mo
3amre MHPOpMauuu B MHCTUTYTE, YNOJIHOMOYEHHBbIE PAOOTHHKH JOJDKHBI IMPHIEPKUBATHCS
CIIETYFOIINX TPHHIUIIOB:

- He Hapyuath (PyHKIIMOHUPOBAHME JeATeIbHOCTH NHCTUTYTA;
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- JICHCTBOBaTh B COOTBETCTBUHM C YTBEP)KICHHBIMH OpraHMU3aIlIOHHO-PACIIOPSIUTEIBHBIMA
JOKyMeHTaMu MHCTHUTYTA M0 3auTe HHPOPMAIHH;

- HE CKpbIBaTh (paKThl BBIABICHHBIX COOBITHI WH()OPMAIIMOHHOW O€30MacHOCTH; O(POPMIISTH
OTYCTBI, MIOATBCPIKAAOIINEC BBIITOJIHCHUC MepOHpI/IHTI/Iﬁ I10 3a1IUTe I/IH(bOpMaI_[I/II/I.

Wudopmanus, momydyeHHass B XOJE€ MPOBEACHUS KOHTPOIUPYIOMIUX MEPOTNPHUATHIA O
NEUCTBUSAX, COOBITUAX W TapaMmerpax, UMEIONINX OTHOIICHHWE K peaau3allid Mep 10 3alluTe
UH(QOPMAIINH, JTOJDKHA KOHCOJHINPOBATHCS M XPAHUTHCS B MECTAX, MCKIIOYAOIINX MOyYeHUE K
HEll HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

MOHUTOPHHT JTaHHBIX O 3aPETHCTPUPOBAHHBIX COOBITHAX HH(POPMAIMOHHOW OE30MaCHOCTH
AOJDKCH MMPOBOJUTHCS, IO BO3MOKHOCTHU, C UCIIOJB30BAHNUEM CUCTCMblI MOHUTOPHHTA MHIIUACHTOB
UH(QOPMAIMOHHOW 0€301TaCHOCTH WJIM BCTPOCHHBIX MEXaHU3MOB HACTPONKH W ayJuTa COOBITHH B
OPOrPpaMMHBIX M TPOTPaMMHO-ANMAapaTHBIX CPEACTBAX, HCIOJIB3YEMbIX B HH()OPMAIIMOHHON
uHdpacTpykrype MHcTUTYTA.

YHpaB.HeHne PUCKaMHU

Omnpenenenre BHYTPEHHUX TpeOOBaHUM MO 3amuTe WHGOPMAIUU, JOHKHBI OCHOBBIBATHCS
Ha pE3yJibTaTaXx NPOBCACHUSA aHAIM3a PUCKOB HAPYIICHHUA OCHOBHBIX CBOMCTB 6G3OHaCHOCTI/I JIIsL
nHGOpPMaIMOHHBIX pecypcoB MHcTUTYyTA.

OCHOBOI OIIEHKH PUCKOB JI0JKHA OBITH OIIEHKA YCIOBHH U (haKTOPOB, KOTOPHIE MOTYT CTaTh
OPUYUHOW  HapylIeHUS  LEJOCTHOCTH,  KOHQHUACHUWAIBHOCTH W JOCTYNHOCTH  JJIs
UH(OPMALMOHHBIX pecypcoB MHcTUTYTA.

PesynbraTom mpoBeneHUs] aHaiM3a PUCKOB JIOJDKEH OBITh pa3pabOOTaHHBIA KOMIUIEKC MeEp,
HaITPpaBJICHHBIX HAa CHWKCHUC BO3MOXKHOI'O HETAaTUBHOI'O BJIMAHHA HAa OCHOBHYIO IACATCIBHOCTH
NHcTtuTyTa mpM  peanu3allid  TOW WM HWHOM yrpo3bl  0e30macHOCTH HWH(POPMAIMH |
o0ecreynBaOIUX B JaJbHEUIIEM JJOCTaTOYHBIA YPOBEHb 3alUIIEHHOCTH WH(POPMAIMOHHBIX
cuctem Mucturyra.

YHpaB.neHne HHIUACHTAMMU PIH(l)OpMaIIPIOHHOﬁ 0e30macHOCTH

Hns oOecrieuenuss  A(QQPEeKTUBHOTO  pa3pemieHuss HWHIMACHTOB  HH(GOPMAIIMOHHON
6C3OHaCHOCTI/I B I/IHCTI/ITYTG, MHUHUMH3AUU TIOTEPh W YMCHBIICHHA PHCKAa BO3HUKHOBCHUSA
TIOBTOPHBIX WHIMIICHTOB JIOJKHO OCYIIECTBIISITHCS YIPABICHHE WHIUACHTAMH WH(POPMAIMOHHOM
0€30MacCHOCTH.

Jlnst ynpaBiieHUs] MHIUAICHTAMH HWH()OPMAIMOHHOW 0E30MacHOCTH JIOJDKHA OBITh CO3/IaHa
ciry>)k0a MOHMTOPUHTA M pearupoBaHMs HA MHLIUACHTHI MH(POPMALMOHHON 0€30MacHOCTH, KOTOpas
MIOCPEJICTBOM KOMIUIEKCA CPEJICTB U MEPOIPHUATUH Ui cOopa W KOHCOJMUAAIMH WHPOPMALUU 00
WHIUJICHTaX pellaeT JaHHYIO0 3a71a4y.

B oOTHOmIEHMHM KaXJOTO MPOM3OMICANIETO WHIUACHTAa pAO0OTHHUKAMHU W3  CIYXKOBI
MOHUTOPHHIAa W pEarupoBaHUs HAa WHIMIACHTHl HHGOPMAIIMOHHONH O€30MacHOCTH JOJDKEH
BBITIOJTHATHCS €70 aHaJH3, U pa3paboTka 3(P(HEKTUBHBIX MEP PearupOBaHUs HA JTAHHBIH WHIHICHT.

AyauT cuctembl o0ecrieyeHnss HHPOPMALMOHHOM 0e30MacHOCTH

B mensx omeHkW Tekymero ypoBHS HHGOpMaIMOHHOW Oe3omacHoctn WMHcTHTyTa Ha
peryJsipHOI OCHOBE JTOJIKEH MPOBOIUTHCS Ay JUT WH(POPMAIIMOHHOM 6€301MacHOCTH.
BHyTpeHHue ayauTbl JOJDKHBI BBIIOJMHATHCS paboTHMkamu WHcTuTyTa. B umcno 3amauy,
pelaeMbIX pU MPOBEICHUHN BHYTPEHHHUX ayAUTOB HH(POPMAIIMOHHOM 0€3011acHOCTH, BXOIAT:
- cOOp W aHaNMM3 WCXOJHBIX JAHHBIX 00 OpraHW3allMOHHOW M (DYHKIIMOHAJIBHON CTPYKTYpE
UH()OPMAIIMOHHBIX CUCTEM, HEOOXOMMBIX JUIsSl OLEHKH COCTOSHHS CHCTEMBI 3alUTHI HH(pOpMaIny;
- aHaJlu3 YTBEPXKACHHBIX OPraHU3ALMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB IO 3allluTe
uH(pOpMaIMK Ha MPEMET UX MOJHOTHI U 3 (HEeKTUBHOCTH, a Takke (OPMUPOBAHKUE PEKOMEHIAIHIA TTO
UX J0pabOTKe WK pa3pabOTKH HOBBIX;
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- o0OocHoBaHWe (UHAHCOBOUW d()PEKTUBHOCTH BHOBH NPUOOPETAEMBIX CPEICTB 3allUThI
uHpopmanuy;

- TpOBEpPKa TMpPaBWIBHOCTH BHIOOpAa W HACTPOWKH CpPEACTB  3aIIUTHl  WH(MOPMAIUH,
dbopMupoBaHUE MPEITIOKESHUN MO WCTOIH30BAHUIO MMEIOIIUXCS CPEJICTB 3aIUTHl UHMOPMAIH /IS
TIOBBIIIICHUS YPOBHS HAJIEKHOCTH U 0€30MTaCHOCTH HH(OPMAIMOHHBIX crcTeM HCTUTYTa;

- aHaJ M3 OTYETOB MO TMPOU3OLICAIIMM HHIHJICHTAaM HH(POPMAIIMOHHON 0€30macHOCTH U
NPUHSITHIM MepaM 10 MX pa3perIeHuo.

IToBbllIeHHE OCBEIOMJIEHHOCTH paﬁoTHl/lKOB

B pamkax opraHuzangd  KOMIUIEKCHOTO TIPOTHUBOJEHCTBUSA yrpo3aMm 0Oe30IacHOCTH
uHPOpMAITUU, UCXOMSIIUM OT pabOTHMKOB WMHCTHTYTa, MOJDKHA TOCTOSHHO TIOBBIMIATHECS HX
OCBEJIOMJICHHOCTh B 00JIaCTH 3aIIUTHI HHGOPMAIIHH.

[ToBbIIeHNE OCBEIOMIIEHHOCTH paOOTHUKOB HCTUTYTa OCYIIECTBISETCS:

- TI0 CYHIECTBYIONIMM B IHCTHTYTE OpraHU3aIllMOHHO-PACTIOPSIUTEIIEHBIM JOKYMEHTAM;

- TI0 MpUMEHSeMbIM B IHCTHTyTE MepaM 3aluThl HH(POPMAIIH;

- TI0 MIPABHJIHLHOMY MCIOJIH30BAHUIO CPEJICTB 3alUTHl HHPOPMAIIHH.

7. BAKJIIOYEHUE

[Ipy w3MeHeHHMH AEWCTBYIOLIETO 3aKOoHOoJaTenbcTBa Poccwiickoit Denepari B 00IacTH
3amuUTel HHQOpPMAIMK, a TAaKKE OPraHU3alMOHHO-PACIIOPSIUTEIBHBIX JTOKyMEHTOB MHCTHTYTA,
HacTosimas [lonuTvka U M3MEHEHMs] K HEl MPUMEHSIOTCS B YacTH, HE MPOTHUBOpEYallell BHOBBb
MPUHATBHIM 3aKOHOJIATEJIbHBIM U WHBIM HOPMATHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKYMEHTaM
HucTuryTa.

Bce TpeOoBaHMs, YCTAaHOBJICHHBIC JCHCTBYIONIMM 3aKOHOAATEILCTBOM PoccHiicKon
®denepannu, MOA3aKOHHBIMU aKTAMH U IOTOBOPHBIMHM OTHOIIEHUSIMH, a Takxke noaxon MHcturyra
00€eCIe4YeHNI0 COOTBETCTBHSI 3TUM TPEOOBAaHUSAM JOJKHBI OBITH SIBHBIM 0OOpa3oM OINpEeeHBI,
JIOKYMEHTUPOBaHbI U MOAIEPKUBATHCS B AKTyaJIbHOM COCTOSIHUU.

NHCTUTYT B NOPHOPUTETHOM HANpPAaBICHUHM JOJDKEH paccMaTpUBATBCS TNEPEXOJ Ha
IPOrpaMMHOTO 00eCliedeHre OTEYECTBEHHOTO MPOM3BOAMTENS, BKIIOUEHHOTO B €IMHBLIN peecTp
POCCUHCKHX TPOTrpaMM ISl DJIEKTPOHHBIX BBIUUCIUTENBHBIX MAIlMH U 0a3 JaHHBIX. B ToMm uwncie
M0 YacTU CEPBEPHOr0, KOMMYTAIIMOHHOTO OOOpYAOBaHUS M IMPOTPAMMHO-AMIMApPaTHBIX CPENCTB,
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaHO3IEKTPOHHON TPOTYKIIUH.

IlepecMoTp ¥ BHECceHHWE H3MEHEHUN B HacrosAlyr [lomuTuky OCylIecTBISAIOTCA Ha
MEPUOJUYECKON 1 BHEIIJIAHOBOW OCHOBE.

PazpaboTan:

3aMecTuTeNh TUPEKTOpa M0 HAYyYHOU padboTe C.B. Banunynun
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